 UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tu do - Hanh phc
Sé: 2028 /STTTT-CNTT Thanh Hoa, ngay 28 thang 9 nam 2021
VIV cénh béo cac 10 hong bao mét méi anh hudéng
dén phan mém VMware va thiét bi Camera IP

Kinh gui:
- VP Tinh uy, VP HDND tinh, VP UBND tinh;
- Cac s0, ban, nganh cap tinh;
- UBND cdac huyén, thi xa, thanh phé;
- Céc td chirc doan thé chinh tri cép tinh;
- Cac doanh nghiép vién thong, CNTT trén dia ban tinh.

Thuc hién Cong vin s6 1286/CATTT-NCSC va Cong van s6 1287/CATTT-
NCSC ngay 22/9/2021 ciia Cuc An toan thong tin, Bo Thong tin va Truyén thong
vé viéc 19 16 hong bao mat moi trong VMware va 16 hong bao mat nghiém trong
trong Camera IP Hikvision.

Trong thoi gian gan ddy, Cuc An toan théng tin, B6 Thong tin va Truyén
thong da ghi nhan cac diém yéu, 16 hong bao mat méi trén cac phan mém, thiét bi
dang dugc sir dung rong rii trong cac hé thong thong tin clia cac co quan, to chirc
va doanh nghiép. Trong d6, c6 nhiing 16 hong bao mat mirc cao va nghiém trong
c6 thé bi khai thac, str dung dé tan cong c6 chi dich trong dién rong, cu thé nhu
Sau.

- Ngay 21/9/2021, hing phan mém VMware vira cong bd 19 16 hong bao mat
anh huong dén VMware vCenter Server phién ban 7.0/6.7/6.5 va VMware
vClound Foundation phién ban 4.3.1/3.10.2.2. Cé4c san pham ctia VMware phuc
vu 40 hoa ha ting may cha dugc trién khai nhiéu trong cac co quan, doanh nghiép.
Trong s cac 16 hong cong bd, c6 16 hong bao mat (CVE-2021-22005) c6 miic
anh huong nghiém trong cho phép d6i twong tan cong khong can xac thuc co thé
thue thi ma khai thac tiy y (Thong tin chi tiét cdc 16 hong tai phu luc kém theo).

- Ngay 19/9/2021, hiang cung cip Camera Hikvision vira cong bd 16 hong
bao mat c6 murc d6 nghiém trong (CVE-2021-36260) trong san pham Camera IP.
Céc thiét bi Camera IP dugc cac co quan to chirc, doanh nghiép st dung kha phd
bién hién nay, vi vay 16 hong niy anh huong kha 16m va co thé giy rui ro cho cac
co s6 ha tang quan trong. Theo dénh gia so bd tir cac chuyén gia bao mat, 16 hong
nay anh huong dén hon 100 triéu thiét bi trén toan cau trong d6 c6 ca Viét Nam.
L5 hong néu dugc khai thac thanh céng, cho phép ddi twong tan cong thuc thi ma
tir xa ma khong can xac thuc, tir d6 chiém toan quyén kiém soat thiét bi, thong
qua d6 co thé truy cap va tdn cong mang ndi bd ciia co quan, to chire (Thdng tin
chi tiét cac thiét bi anh huwong tai phu luc kem theo).



Pé ting cudng chil dong phong ngira cac rui ro mat an toan thong tin tai cac
hé thdng thong tin cia cac co quan, to chirc va doanh nghiép do c4c hinh thire tdn
cong trén c6 thé xay ra; S& Thong tin va Truyén thong dé nghi cac co quan, don
vi chi dao cac bo phan, ca nhan thuc hién nhitng nd1 dung sau:

1. Kiém tra, ra soat va xac dinh cac may tinh, may chu. thiét bi dang cai dat,
str dung cac phan mém cé kha ning bi anh hudng boi cac 16 hong trén dé co
phuong an xtr 1y, khic phuc 15 hong. Cap nhat phién ban méi nhit theo khuyén
nghi cta hing san xuat dé khic phuc cac nguy co mét an toan thong tin.

DPdi v6i céc thiét bi Camera IP dang sur dung co két ndi mang voi cac hé
thdng thong tin khac. Can c6 phuong an tach riéng dai mang ding cho Camera va
han ché truy cap dén cac dai mang khac dé phong chong tan cong leo thang trong
mang noi bo.

Hudng dan k¥ thuat cach thirc thyc hién chi tiét dé khac phuc cac 16 hong
bao mat trén tai dia chi: https://attt.thanhhoa.gov.vn

2. Tang cudng theo ddi giam sat hé thdng ddng thoi thudong xuyén theo ddi

kénh canh bdo cua cac co quan chiic ning va sin sang phuong an xir Iy khi phat
hién c6 dau hiéu bi khai thac, tan cong mang.

Trong qué trinh thyuc hién, néu gap kho khan, vuéng mac vé ki thuat lién
quan dén céc ndi dung, cong viéc trén dé nghi lién hé véi Trung tdm Cong nghé
théng tin va Truyén théng Thanh Hoa (co quan thuong truc cia Doi tng ctu su ¢b
an toan théng tin mang cua tinh) dé phdi hop hd tro, xu 1y.

bién thoai: (0237)3718.699

Thu dién ti: ungcuusuco@thanhhoa.gov.vn

Xin tran trong cam on./.

Noi nhin: KT.GIAM POC
- Nhu trén;

- Cuc An toan thong tin (dé b/c);
- Giam dbc S¢ (dé b/c);

- Luu: VT, TTCNTT&TT.

Nguyén Vin Tuéc



Phu luc: Thong tin céc 16 hong bao mat
(Kem theo cong van so  ISTTTT-CNTT ngay  thang nam 2021
cua So Thong tin va Truyén thong)

1. Thong tin 16 hong bao mat sin pham VMware

San phim anh hwéng: vCenter Server phién ban 7.0/6.7/6.5 va vClound
Foundation phién ban 4.3.1/3.10.2.2.

STT CVE Mo ta

- L hong ton tai trong dich vu Analytics cla
vCenter Server, cho phép ddi twong tin cong

1 CVE-2021-22005 khong can xéc thyc thuc thi ma tuy y.

- Piém CVSS: 9.8 (nghiém trong)

- L3 hong trong vCenter Server, cho phép ddi
tuong tAn cong da xac thuc thuc hién tAn cong
leo thang.

- biém CVSS: 8.8 (cao)

2 CVE-2021-21991

- Lb hong trong vCenter Server, cho phép d6i
tugng tin cong khong cin xac thuc bypass

3 CVE-2021-22006 A s 1
proxy, truy cap trai phép

- Biém CVSS: 8.3 (cao)

- L& hong trong vCenter Server Content
Library, cho phép ddi tuong tan cong khong can

4 CVE-2021-22011 xéc thyc truy cap mot sé APL

- biém CVSS: 8.1 (cao)

- L3 hong trong vCenter Server Content
Library, cho phép dbi tugng tdn cong da xac

5 CVE-2021-22015 thue thuc hién tin cong leo thang.

- Piém CVSS: 7.8 (cao)




CVE-2021-22012

- L3 hong trong vCenter Server, cho phép ddi
tugng tin cong khong can xac thuc truy cip mot
s API va thu thip thong tin.

- Piém CVSS: 7.5 (cao)

CVE-2021-22013

- L3 hong trong vCenter Server, cho phép ddi
tugng tan cong khong can xac thuc thu thap
thong tin tir mot sd API.

- Biém CVSS: 7.5 (cao)

CVE-2021-22016

- L3 hong trong vCenter Server, cho phép ddi
tuong tan cong khong can xac thuc thuc hién
tan cong XSS.

- biém CVSS: 7.5 (cao)

CVE-2021-22017

- L6 hong ton tai trong vCenter Server, cho phép
dbi twong tin cong khong can xac thuc thuc
hién tin cong XSS

- Biém CVSS: 7.3 (cao)

10

CVE-2021-22014

- Ld hong ton tai trong VAMI (Virtual
Appliance Management Infrastructure), cho
phép dbi twong co quyén cao trén hé thong thuc
hién tan cong thuc thi ma tuy ¥.

- Biém CVSS: 7.2 (cao)

11

CVE-2021-22018

- L3 hong ton tai trong Vmware vSphere Life-
cycle Manager plug-in, cho phép d6i tuong tin
cong khong can xac thuc thuc hién xo6a tép tuy
y.

- biém CVSS: 6.5 (cao)

12

CVE-2021-21992

- L3 hong ton tai trong qua trinh xtr Iy XML cua
vCenter Server, cho phép d6i tuong tin cong da

xac thue thue hién tin cong tur chdi dich vu.




- biém CVSS: 6.5 (cao)

13

CVE-2021-22007

- L hong ton tai trong dich vu Analytics cia
vCenterServer, cho phép d6i tuong tdn cong da

xac thuc thu thap thong tin nd1 by cua may chu.

- Piém CVSS: 5.5 (trung binh)

14

CVE-2021-22019

- L6 hong ton tai trong dich vu VAPI (vCenter
API) cia vCenterServer, cho phép ddi twong tin
cong khong can xac thuc thuc hién tin cong tir
chdi dich vu.

- Piém CVSS: 5.3 (trung binh)

15

CVE-2021-22009

- L6 hong ton tai trong dich vu VAPI (vCenter
API) cia vCenterServer, cho phép ddi tuong tan
cong khong can xac thyuc thuc hién tin cong tir
chdi dich vu.

- Piém CVSS: 5.3 (trung binh)

16

CVE-2021-22010

- L5 hong t6n tai trong dich vu VPXD (Virtual
Provisioning X Daemon) ctia vCenterServer,
cho phép dbi tuong tan cong khong can xac thuc
thuc hién tin cong tir chdi dich vu.

- biém CVSS: 5.3 (trung binh)

17

CVE-2021-22008

- L5 hong ton tai trong dich vu VAPI (vCenter
API) cta vCenterServer, cho phép ddi tuong tin
cong khong can xéac thyc thuc hién tin cong thu
thap thong tin.

- Piém CVSS: 5.3 (trung binh)

18

CVE-2021-22020

- L héng ton tai trong dich vu Analytics cta
vCenterServer, cho phép d6i tuong tan cong da
xac thue thue hién tin cong tur chdi dich vu.

- Piém CVSS: 5.0 (trung binh)




19

CVE-2021-21993

- L hong ton tai trong vCenter Server Content
Library, cho phép dbi tugng tdn cong dd xac
thuc thuc hién tan cong SSRF.

- Piém CVSS: 4.3 (trung binh)

2. Thong tin 16 hdng bao mat san phAm Camera IP

Tén sian pham

Phién bin dnh huéng

DS-2CVxxx1
DS-2CVxxx5
DS-2CVxxx6

HWI-xxxX

IPC-XXxX

DS-2CD1xx1

DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43GOE
DS-2CD1x53(B)
DS-2CD1x53(C)

DS-2CD1xx7G0

DS-2CD2xx6G2
DS-2CD2xx7G2

DS-2CD2xx2WD

DS-2CD2x21G0

Versions which Build time before 210625

DS-2CD2xx3G2

DS-2CD3xx6G2
DS-2CD3xx7G2

DS-2CD3xx7GOE

DS-2CD3x21G0
DS-2CD3x51G0

DS-2CD3xx3G2

DS-2CD4xx0
DS-2CD4xx6
DS-2CD5xx7
DS-2CD5xx5
iDS-2XM6810
IDS-2CD6810

DS-2XE62x7FWD (D)

DS-2XE30x6FWD (B)

DS-2XEB60X6FWD (B)
DS-2XE62x2F (D)




DS-2XC66x5G0
DS-2XE64x2F (B)

DS-2CD7xx6G0
DS-2CD8Cx6G0

KBA18 (C) -83x6FWD

(i) DS-2DEXxxx

(i) DS-2PTxxxX

(i) DS-2SE7xxxx

DS-2DY Hxxxx

DS-DY9xxxx

PTZ-NXxxxx

HWP-NXXxxX

DS-2DF5xxxx
DS-2DF6xxxx
DS-2DF6xxxx-Cx
DS-2DF7xxxx
DS-2DF8xxxx
DS-2DF9xxxx

IDS-2PTI9xxxX

IDS-2SK7XXXX
IDS-2SK8xxxx

IDS-2SR8xxxx

IDS-2VSxxxx

DS-2TBxxx
DS-Bxxxx
DS-2TDxxxxB

DS-2TD1xxx-xx
DS-2TD2xxx-Xx

DS-2TD41xx-xx [ WX
DS-2TD62xx-xx [ WX
DS-2TD81xx-xx / WX
DS-2TD4xxx-xx / V2
DS-2TD62xx-xx / V2
DS-2TD81xx-xx / V2

Versions which Build time before 210702

DS-76xXXNI-K1xx
DS-76xxNI-Qxx
DS-HiLookI-NVR-1xxMHxXx
DS-HiLookI-NVR-2xxMHxXx
DS-HiWatchl-HWN-
41xXMHxX
DS-HiWatchl-HWN-
42XXMHXX

V4.30.210 Build201224 - VV4.31.000
Build210511

DS-71xxNI-Q1xx
DS-HiLookI-NVR-1xxMHxx

V4.30.300 Build210221 - VV4.31.100
Build210511




DS-HiLookl-NVR-1xxHxx
DS-HiWatchl-HWN-
21IXXMHXxX
DS-HiWatchl-HWN-21xxHxx

3. Huéng dan khic phuc

Huéng dan chi tiét khic phuc cac 16 héng bao mat trén tai dia chi:
https://attt.thanhhoa.gov.vn (Muc Hudng dan = Ky ndng An toan théng tin)

TRUNG TAM BIEU HANH AN TOAN T i Tmtde  Canhba A e
AN NINH MANG TiNH THANH HOA rengent - Tiniue - tambao | wengen | Het

K§ ndng an toan théng tin

&)

Coéng cu

Video

Du bao sém nguy co tan cong mang
trén dién rong

Trong thoi gian gan da c an toan théng tin, B9 Thong tin va Truyén thong da ghi
nhan cé cac diém y&l Sng b&o mat nghiém trong lién quan dén cac trang thiét bi,
mady tinh va phan mém 2u hanh dang duoc sir dung réng rai tai Vigt Nam. L hdng
nay khdng chi don gian Ia khai thac duoc khi c6 quyén truy cép truc ti€p vao mdy
tinh/mdy chd cai d&t phién bén hé digu hanh Windows bj énh huéng, ma cén cd thé tan
cong thong qua mat may tinh trong mang. Trén co s& do va thurc t€ trién khai cong tac
giam sat an toan théng tin nhitng n&m qua, Trung t&m NCSC dyr bao s6m I5 hdng nay
hoan toan cé‘;ﬁ'é' durge tan dung dé tign han| chién dich tdn céng co chi dich APT
16m trén quy mé rong trong théi gian ngan sap t6i vao khdng gian mang Viét Nam

Q, BAM VAO DAY BE XEM CHI TIET



https://attt.thanhhoa.gov.vn/
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