UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN TRIEU SON Poc 1ap - Tw do - Hanh phuc

Sb: 4046 /UBND-VHTT Triéu Son, ngay 07 thang 7 nam 2021
V/v du b4o s6m nguy co tan cong
mang trén di¢n rong.

Kinh guri:
- Van phong HPDND va UBND huyén;
- UBND céc x4, thj tran;
- Céc co quan, don vi su nghi¢p trén dia ban huyén.

Thyc hién Cong van so 1392/STTT-CNTT ngay 02/7/2021 cua S¢ Thong
tin va Truyén thong tinh vé& viéc du bao sém nguy co tdn cong mang trén dién
rong. Theo d6, thoi gian qua hang Microsoft co cong bé thong tin lién quan tdi
16 hong bao mat (CVE-2021-1675) dugc danh gia c6 muc do nguy hiém cao
(7.8/10) anh huong dén hau hét cac phién ban cia hé diéu hanh Windows bao
gom: Windows 10/8.1/7, Windows Server 2019/2016/2012/2008. Ld hong nay
cho phép d01 tuong tan cong leo thang dic quyén tir tai khoan ngudi dung thong
thuong c6 rat it quyen Qua phan tich va danh gia tor Trung tdim Giam sat an toan
khong gian mang quoc gia (NCSC), Cuc An toan thong tin, B0 Thong tin va
Truyén thong mic di Microsoft dd phat hanh ban va cho 16 hong bao mat noi
trén vao ngay 08/6/2021. Tuy nhién, 16 héng bao mat (CVE-2021-1675) c6 muc
d6 nguy hiém cao hon thyc te duoc cong bd. Lo hdng nay khong chi don gian 1a
khai thac dugc khi c6 quyén truy cap truc tiép vao mdy tinh/may chu cai dat
phién ban hé diéu hanh Windows bi anh hudng, ma con cé thé tan cong thong
qua mot mdy tinh trong mang. Trén co s& d6 va thyc té trién khai cong tac giam
sat an toan thong tin nhiimg ndm qua, Trung tam NCSC du béo sém 16 hong nay
hoan toan c6 thé duoc tan dung dé tién hanh cac chlen dich tan cong c6 chu dich
APT 16n trén quy md rong trong thoi gian ngan sap té1 vao khong gian mang
Viét Nam.

bé tang cuong chu dong phong ngura cac rui ro mAt an toan thong tin tai
cac hé thong thong tin cua cac co quan, don vi trén dia ban huyén do hinh thuc
tan cong trén c6 thé xay ra, UBND huyén dé nghi cac co quan, don vi chi dao
cac bd phan, ca nhan thuc hién nhiing ndi dung sau:

1. Kiém tra, ra soat va xac dinh may chi, may tram st dung hé¢ diéu hanh
Windows c6 kha nang bi anh huong. Thyc hién cdp nhat ban va bao mat cho céac
may bi anh huong theo khuyén nghi ciia Microsoft. Huéng dan k¥ thuat cach
thirc thuc hién tai dia chi: https://attt.thanhhoa.gov.vn

2. Tang cuong theo ddi giam sat hé thong thong tin tai co quan, don vi
minh quéan 1y; ddng thoi thuong xuyén theo doi, cAp nhat tinh hinh vé 18 hong
trén thong qua kénh canh bao ciia cac co quan chirc ning va sian sang, chu dong
phuong an xu 1y khi phat hién c6 ddu hiéu bj khai thac, tin cong mang. Trong
qua trinh thuc hién, néu gip kho khin, vudng mac vé k¥ thuat lién quan dén cac
noi dung, cong viéc trén dé nghi lién hé véi Trung tim Cong nghé thong tin va
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Truyén thong Thanh Hoa (co quan thuong truc ctia Poi tmg ctru su ¢b an toan
thong tin mang ciia tinh) dé phdi hop hd tro, xir Iy. Dién thoai: (0237)3718.699
Thu dién tir: ungcuusuco@thanhhoa.gov.vn;

UBND huyén dé nghi cac co quan, don vi nghiém tuc thyc hién./.

Noi nhén: KT. CHU TICH

- Nhu trén; PHO CHU TICH
- Luu: VT, VHTT.
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